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Toi Dlstrlt>ut ion 

Froma T. H. Van Vleck 

Dates AprlJ 119 1977 

SubJect1 System Error Message Oocumentatlon 

A method has been devised for documenting error messages 
produced by the system. Comments are inserted lnto the source of 
all programs whlch produce system messages& these com•ents are 
sections of the error message documentation. An automatlc 
procedure collects and sorts these messages, and produces a 
runoff file whlch llsts all messages. 

This operatlon wilt be performed as part of the lnstallatlon 
of new systems, at HIT and Phoenix. The message docu•entatton 
will be dlstrlbuted to customer sites ln runout form In >doc>HRxx 
on the release tapes. 

Message documentatlon ls required for hardcore programs 
which call syserr or protectlon_audlt_; for answering service 
programs whlch ca :1 I svs_I og_; and for programs run ln daemon 
r:>rocesses or ln the answering serv1ce Mhlch produce any messages. ,. 

A~•• program11ers and audltor-s are responsible for Insuring 
that correct comments exist In every module which gets changed. 

All error message documentation ls contained In a single 
comment somewhere In the body of the progra•; the very bottom of 
the source ls acceptable. 

Each comment must bracket the error message documentation 
with a pair of llnes of the form 

BEGIN MESSAGE OOCUHENTATION 

• 
• 

ENO MESSAGE DOCUMENTATION 

The nu111lne character on the BEGIN line ls required. Within the 
bracketing lines, each message has a block of documentation. 

Multics Protect Internal working documentation. Not to be 
reproduced or dlstrlbuted outslde the Mui tlcs ProJect. 
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Each message documentation block begins wlth the ••rker 

Hessagel 

on a l!ne by Itself. Characters may precede the H, but nothing 
mav fol lo" the colon. The characters preceding the M are taken 
to be a .. preux• llhlch wU I be stripped off al I other I lnes in 
the block. Thus, the double quote for ALM comments or the three 
blanks inserted bf indent •ltl be reaoved. 

Fol1owlng the start-of-biock Indicator, an example of the 
message ls provided. lower case or mixed case should be used for 
Ii terat text, and 1 tems In alll capl t a:ts for subst 1 tu table lte11s. 
For those messages which are produced by syserrSerror_code, the 
string ERROR_CODE should be used for the message expanded from 
error_table_. For example, one might p1ace the llnes 

Hessagel 
asd_I acle_count err on OIRNAHE>ENAHE. 

In the comment at the end of asd_.Pll• 

Following the error message template, an e11pty llne eust be 
supplled, followed by the documentation for the error message. 
Several headings are reQUlred. beginning paragraphs. A sl•Ple 
•macro• facll 1 tv ls prov lded to expand co11111on,I y-used sentences. 
The headings ares 

SI Mhere the output ls "rltten and whether It causes a 
crash. Posslble va·lues for thls fleld ares 

Ser ash 
$beep 
Sterm 
Slnf o 
Slog 
sou re e ( stre aml 
BOS typewriter 

Tl When the message can occur. Some possible values ares 

Slni t 
$run 
Sshut 
Daemon driver startup. 

Ml An explanation of the message and anv substitutable 
parameters. This section should describe the state 
of events which caused the message, and the probable 
reasons for that state. Probable consequences of 
the prob•e11 must also be described. For exa!IJ)le, 1 f 
no users can log ln after a certain error, the 
documentation should say so. Sonetlmes lt ls 

-. 
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appropriate to break the dlscusslon 
heading lnto severat paragraphs, of 
technical sophlstlcatlon. 

under this 
lncreaslng 

Al What action the operator should take lf he sees the 
message. Some possible values ares 

$lg nore 
$recover 
$contact 
Scontact_sa 

Paragraphs should be separated by a single blank tine. 

11essages 
service code 
documentat 1 on 
various logs. 

Examolc 

Mhlch are togged only {syserr code ~. ans"er1ng 
0) shoutd st111 be documented. since the •essage 

"1 ·1 a be used by sl te personnel to dee lpher the 

The documentation for asd_.plt would Jook llke this• 

,. BEGIN MESSAGE OOCUHENTATION 

Hessagea 
asd 1 acle_count err on DIRNAHE>ENAHE. 

SI Slnf o 

TI Srun 

Ha The count of ACL en tr les in entry ENAHE of dl rectory 
DIRNAHE does not match the number of ACL entries found on the 
chain. Directory OIRNAME may have been damaged ln a crash. 

Al $contact 

Hessagel 
asd_I mylock err on DIRNAHE 

s: $crash 

T 1 $run 

Ml Directory OIRNAHE was found locked Mhen 
attempting to lock It. This indicates a logic error in 
the supervisor, or CPU or memory hard•are prob,ems. 
This error crashes the system. 

Al $recover 
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ENO MESSAGE DOCUMENTATION •/ 

The command 

extract_message_doc pathl epath Ccontrol_arg) 

"111 extract the error messages from segment path1 and place them 
ln the error message segment epath.msgs. If pathl ls an archive, 
each of 1 ts components wl H be processed separate.Sy. 

For each message. one or more Jlnes are added to the output 
f 11 e. First, the na,11e of the source segment ls output, enc1 osed 
ln brackets. Then, the text of the message CMhlch •av be 
11ul tlpJe 1 lnes> ls output, folil owed by a t Ilda and a neM~ lne. 
The message doc um en tat Ion fol I ows, endl ng "1th an excil a mat Ion 
point and neMllne. 

The output flle resulting from the extraction of all 
~essages can be processed with standard comMands. To produce a 
runoff flle, the followlng operations might be usedl 

&attach 
QX 
r error.11sgs 
1,ss1-c.•1 1-1 
w temp 
q 
ss temp -dm t 
QX 

r tltle.page 
r temp 
11SsJ'!S// 
1.ss1--.•s1.1r headllne "&"\c -,, 
1,Ss/lf headline "-/lf headllne •1 
1tSs/-"$/"/ 
1,ss1---11p 
1.ss1-s1\c 
.fl\c 
.sp 2\c 
.1 n 15/ 

1,ss,-s11stream11 
1.ss1-r11r1me11 
1,Ss/-Hl/Heanlngl/ 
11Ss/-Al/Actlonl/ 
1,ss1-stream11.un 10\c 
s treama I 
1,ss1-r1me11.un 10\c 
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T 1 mel I 
1,ss1-Heanlng11.un 10\c 
Heanlngl/ 
1,ss1-Actlon11.un 10\c 
Actlonl/ 

1,Ss/ScrashS/BOS Type•rlter (Crashes system)/ 
1,ss/SlnfoS/BQS Typewriter./ 
1,Ss/SbeepS/BDS Typewriter (Sounds beepert/ 
1,Ss/StermS/BOS Typewrl ter <Terminates user process) I 
1,Ss/SlogS/Logged In SYSERR log./ 

1,Ss/Sresponse/ln response to an operator command./ 
11Ss/SlnltS/Svstem lnltla•lzatlon.I 
1,Ss/SrunS/Whlle system ls running./ 
1,Ss/SshutS/Syste11 shutdown.I 
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11Ss/SarrS/Thls lndlcates a loglc error ln the supervisor, or 
CPU or memory hardware proble•s./ 

1,ss/ScrashesS/Thls error crashes the system./ 

11Ss/SrecoverS/Follow normal recovery procedures./ 
1,Ss/SlgnoreS/No operator action ls required.I 
1,Ss/ScontactS/Contact the system programming staff.I 
1,Ss/Scontact_saS/Contact the system administrator./ 
1,ss/StryagalnS/Enter a corrected command llne./ 
w error_msgs.runoff 
Q 
di te11p 
canon error_11s9s.runoff 

The Include 11·1e "headllne• takes care of eJectlng a page when 
the progra11 name changes. It also sets a varlab'le whlch ls used 
ln a page footer to provide an easy reference Index • 

• • headllne.r1.1noff - macro for error message doc 
.1n O 
.sp 3 
.ur .sr x •xParameterx•c1,u 
.ur .ex ~OBJPATHZ>runoff_fcn 7.fILENAMEX .sr xcolon llndex 

"XPara•eterX" •t"l 
.ur .1r XFILENAHEX.fcn 
.ur .ts C%xcolon7.>0) 
.ur .sr x "%Parameterx•c1,xxcotonx-1t 
.ur .ts ("7.x7.·~"Xfootletter7.•> 
.bp 
.ne 15 
.ur .sr footletter 0 XMX• 


